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Abstract: This paper proposes a highly secure method of boot security authentication, involving one embedded micro-Lin-
ux system stored in the disk driver being the authentication carrier and one USB removable media being a KEY startup
disk to save boot data and key disk. This approach implemented the independent storage of important information such as
key, start-up and disk original data. Also, it can employ high-performance MD5 and DES encryption algorithms based on

micro-Linux system, thus greatly increasing the security of the boot authentication and effectively protecting the disk da-
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hHardDiskDev = CreateFile(

theApp. gsHardDisk, //fE#&BEES
GENERIC _ WRITE | GENERIC _ READ, FILE _
SHARE _ READ|FILE _ SHARE _ WRITE,
0,
OPEN _ EXISTING,
0,
0) ; //3RBUEE AL BRAE I
SetFilePointer( hHardDiskDev,
5120,
NULL,
FILE _ BEGIN); //B B8 &Rt
bResult = ReadFile ( hHardDiskDev, Buffer, 512, &num,
0);
DESEncrypt(Buffer) ; /% $(#& 47 DES in#
hFlashDiskDev = CreateFile(
theApp. gsFlashDisk, //USB KEY ¥4 5
GENERIC _ WRITE | GENERIC _ READ, FILE _
SHARE _ READ|FILE _ SHARE _ WRITE,
0,
OPEN _ EXISTING,
0,
0);
SetFilePointer(
hFlashDiskDev,
512 * piSectorIndex,
NULL,
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void WINAPI HookOneAPI(
LPCTSTR pszCalleeModuleName,
PROC pfnOriginApiAddress,
PROC pfnDummyFuncAddress,
HMODULE hModCallerModule)
{
//BERINR, BERE G BiR APL BH
//ExitWindwosEx BT 7E B user32. dil
for (pImportDesc ~ > Name; pImportDesc + + )
{ e }
/ /34 T2 HOOK #) ExitWindwosEx pRE(
pThunk = (PIMAGE _ THUNK _ DATA)
(hModCallerModule + pImportDesc — > First Thunk)
for (pThunk — >ul . Function; pThunk + + )
Beginfor:
pProcFuction = &pThunk — > ul. Function;
if ( * pProcFuction= = pfnOriginApiAddress)
Beginlf:
//7an R st AE R, N BT HOOK iR %K,
/RS FHATRE K AR B E SCRE
WriteProcessMemory(
GetCurrentProcess() ,
pProcFuction,
& (pfnDummyFuncAddress) ,
sizeof (pfnDummyFuncAddress) ,
NULL);
return;
EndIf
EndFor
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